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Abstract

An autonomous recovery approach directed towardsrawing the availability of reconfigurable systenss
developed usingonsensus-Based Evaluation (CBEUnder the proposed CBE technique, a diverse lptipn of
functionally identical, yet physically distinct SRAbased Field Programmable Gate Array (FPGA) camfijons
is generated at design time. At run-time, thesermdttive configurations are ranked using a fitfasstion which
evaluates an individual’'s discrepant behavior inedato the consensus formed by the population. celgmny
physical resource exhibiting an operationally-digant fault automatically decreases the fitness tiobse
configurations which use it. Superior individuale preferred for selection, so the fault beconezduded from
subsequent FPGA operations. Meanwhile, offsprorgnéd through crossover and mutation of faulty wiadble
configurations are selected at a controliedntroductionrate. Refurbishments are evolved in-situ, withinen
real-time input-based performance evaluation, ecihgnsystem availability and sustainability. ExXpents
demonstrate refurbishment via evolution of a cotghyefunctional configuration even when all spaaes impacted

by a fault, yet without needing to utilize any aexttspecific fitness function.

Index Terms -Autonomous Fault Handling, Reconfigurable FPGA BResi Online Evaluation, Outlier

Identification, Genetic Operators for Regeneration.

1 Introduction

Evolutionary techniques have the potential to mestoission-critical functionality in SRAM-based
reprogrammable devices suchRisld Programmable Gate Arrays (FPGASs)Evolution might provide
an alternative to device redundancy for dealinghvpermanent degradation due to radiation-induced
stuck-at-faults, thermal fatigue, oxide breakdowiectromigration, other local permanent damage, and
transient faults. Potential benefits include remgvwithout the increased weight and size normally
associated with spares. Also, failures need ngirbeisely diagnosed due to intrinsic evaluatiohef
function on the faulty device. Hence, recent regedas focused on employing the reconfigurability
inherent inEvolvable Hardware (EHWjechniques [Torresen02] [Gallagher03] to increaseluility,
availability and autonomy [KeymeulenO0] [Lohn03d)eMaraO5a] [Moore05] [Zhang05]. In this



context, the potential of using intrinsic reconfigtion for fault recovery has been also been asdesth
respect to reconfiguration latency and real-timerapng constraints [Greenwood05].

Traditional solutions rely on non-evolutionary fallandling schemes such dsiple Modular
Redundancy (TMR)[Von Neumann56] andN-Modular Redundancy (NMR)[KastensmidtO5]
[LombardiOl1]. These methods adapted to FPGA dewviely on static spatial redundancy to increase
reliability. For example in a TMR system, threeecritical modules evaluate the same operands
simultaneously. Outputs are then assessed usiotea or comparator to ascertain the majority outpu
which is then propagated as the validated outpliteva In [ViganderOl], TMR is enhanced with
population-base@enetic Algorithm (GAJo restore complete functionality among partiathgenerated
faulty FPGA configurations using a voting arrangatme NMR consists oN (N is odd) modules and an
N-input comparator which can tolerate failures intap(N-1)/2 modules. This extension of TMR to
handle more than one faulty module can provide awgd reliability and availability. However, &
increases, hardware resources, power consumptioingetection logic requirements to implement such

spatial votingapproaches grow linearly.
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Figure 1: The Dynamic NMR ModelNE2) used in Consensus Based Evaluation

On the other hand as shown in Figure 1, the prap@®E approach realizestamporal voting
approach td\N-Modular Redundancy. The alternative modules c@apa population oN competing

FPGA configurations which are stored in off-chipmmey. Without loss of generality, d&=2 Duplex



scheme and aN=3 TMR scheme are used to illustrate the conceptexatiiate CBE with respect to an
established scheme. In tHeuplex Mode shown in Figure 1where N=2, exactly two active
configurations are selected from the population laaded into the FPGA while others remdiormant
These two active individuals are denoted asHimection Logic Land theFunction Logic Rfor Left and
Right, respectively. Discrepant behavior that arisesnducomparison of the candidate outputs is used
to validate outputs and modify the relative fith@ssameters of competing individuals. Discrepasicie
also generate fault alerts that trigger selectibrmalernate individuals from the dormant set. Owger
period of time, accumulated discrepancy resultyigeofitness information to categorize individuaito
subsets based on their relative reliability, inahgda subset of failed individuals requiring refigtiment.
GA-based recovery can then gradually improve ttree§is of these individuals with minimal impact on
system availability by performing computations patity with the high fitness configurations.

In this paper, we develop and evaluate an appraaaiianage a population of alternate designs to
sustain high availability. This is achieved usmngovel fithess assessment strategy of consenatis th
emerges from a population of diverse alternatiVéghility is demonstrated by means of fault detmati
and recovery experiments involving four circuitsnr the MCNC91 benchmark suite. Results indicate
that in the majority of experimental runs conductadcomplete recovery was achieved if one was

physically possible.

2 Related Work

Previous work on evolution-based regeneration haphasized the use of GAs as a search
mechanism driven by exhaustive test vectors. 3digyht to produce a single individual with the glob
maximal fithess determined via exhaustive evalumabibtest inputs. When realized either at desigret

or run-time, each implies a range of capabilitied eosts as described below.

2.1 Offline Refurbishment Using Adaptive Regeneration

Techniques such as TMR increase reliability usihgsgal redundancy with the option to replace
voted components at a module-level granularity, #at not inherently utilize the reconfigurability
available in gate array devices within each modukdaptive Regenerationas been investigated as an
alternative to utilizing pre-determined spare medul For instance, Vigander’s [ViganderO1]
regeneration approach extends TMR to utilize faBRGAs that have been partially regenerated using a
population-based GA which utilizester-modular crossoverand intra-modular mutationoperations.

He demonstrates that FPGA-based implementationd-lmtx4-bit multipliers can be automatically
reconfigured to realize partial refurbishment. ItEaé the partially refurbished multipliers is deéint

with respect to only selected input vectors. Thpraach takes advantage of this operational diyersi



by using a voting arrangement of partially refunieid devices that exhibits the complete functiopalit
He concludes that realizing complete refurbishmendifficult, but diverse partial recoveries can be

readily found using GAs in certain combinationaifocircuits.

Lohn, Larchev, and DeMara [Lohn03b] develop a bing representation along with mutation and
two-point crossover operators for actively refuhliigy FPGA interconnect as well as logic resouroes i
sequential circuit. Their approach regeneratediadature decoder circuit on a Xilinx SRAM-based
Virtex XCV1000 FPGA demonstrating resolution oftack-at-fault on the input of @onfigurable Logic
Block (CLB). Their GA synthesizes a new alternative confiamain the presence of a resource fault
given a population of 40 initial configurationseafia few hundred generations. Their GA was shawn t
be capable of recycling faulty components: pagtidlhmaged CLBs were sometimes reassigned by the
GA to alternative functions based on the failedgaesidual functionality. While Lohn, Larchewch
DeMara’'s approach demonstrated complete regenerafitm a small-sized state machine, the

refurbishment was performed offline and requireldasstive fitness test vectors.

Even for moderately-sized circuits, partial recéa®rare often the best attainable, especially withi
real-time constraints [Greenwood05]. However, sirsplution quality asymptotically approaches
complete refurbishment, the proposed CBE methodhiswn to maintain high system availability
throughout majority of the refurbishment proces€BE successfully leverages partially-fit individsial
in the population to realize one or more fullyifitlividuals using evolution directed by consensusig
the partially-fit members of the population. A%eim in Section 3, CBE accomplishes this by using a
relative fitness metric that identifies individuatsat have the best fithess over a window of rdgent
observed runtime inputs. Additionally, a robust skpartially-fit configurations is created thanids

itself towards a sustainable system in the fageeofasive faults.

2.2 Improving Fault Tolerance at Design Time

Design-time fault tolerance approaches improve reliability agticipating classes of faults and
providing methods to address them effectively. Theources provided at design time might be
redundant spares, as in Lach’s deterministic ajgprflaach98]. This approach segments the FPGA into
static tiles at design time with a known functiatyalsome redundant resources, and a pre-designed
alternate configuration. Spare tiles can be seteathen needed, but their functionality is predeieed
and thus limited. An alternative approach by Kewyhae, Stoica, and Zebulum [KeymeulenQOQ]
increases fault-insensitivity by developing two igdes of fithess evaluation methods in a GA-based
paradigm. They develgpopulation-base@andfitness-basegharadigms to design circuits that are more
likely to remain functional even in presence of meaevrange of faults. Their population-based fault

tolerant design method evolves diverse circuitsthed selects the most fault-insensitive individafaer



evolution is terminated. This approach, like mantiiers, does not inherently differentiate between
transient and permanent faults. Although Keymeeleal successfully utilize a population-based GA to
improve fault tolerance, the technique is not cépalh leveraging the diverse information contaimed
the evolved population once the single best-fitivinlal has been selected for use as the active

configuration.

2.3 Fault Recovery Characteristics

Fault recovery characteristics of representatiehrigues are listed in Table | and described below.
They vary with respect to their fault detectioraghiosis, and recovery methods. Most tend to foous
a single phase of the fault-handling process. RFmghanisms provide integrated fault-handling and a
runtime fitness evaluation based recovery mechanishhese features are often accompanied by either
higher operational costs, increased latency, on.boThese characteristics motivate the proposed CBE
scheme which provides a regeneration scheme withtegrated fault handling mechanism. Vigander's
and Lohn’s methods exhibit likelihood of recovegjated to the FPGABesign Complexity In other
words, they attempt to design an original refurbiieht where only a single failed configuration is
available for adaptation.  On the other hand, pheposed CBE approach draws upon a diverse
population to benefit from alternative configurasothat are still operational. Ideally, recoveryubbe
performed with the faulty device remaining onlimea degraded capacity producing outputs which are

unaffected by the fault, as demonstrated by CB&eiction 4.

Table I: Related Work - Recovery Characteristics of FPGA Féantdling Schemes

Partial Online Basis for Quality of — Externally-supplied Resource Pre-determined
Approach Availability . -
Recovery Recovery Recovery Elements Recycling Limits
Depends on Requires 2 . ’
Either 100% for single fault, . .
TMR spare datapaths are complete or none 0% thereafter 2 of 3 Majority Voter No Single datapath
modules operational
. Design Based on single . A GA Controller, function
[Vigander01] No complexity individual Non-deterministic test vectors Yes None
[Lohn, Desi Based on sing| GA Controller, functi
esign ased on single . - ontroller, function
Larchev, No complexity individual Non-deterministic test vectors Yes None
DeMara03a]
Lachog] No Available Either Either Device test vectors and No Only one fa_ulty CLB
spares complete or none| complete or none controller per tile
[Keymeulen, Dependson | o 0o e Depends on
Stoica, No characteristics individual 9 Non-deterministic None at runtime No redundancy during
Zebulum00] at design time design
CBE CBE controller. RAM
Recovery Based on diverse coverage is intrinsic.
(proposed ves complexity population Adaptable Yes None
herein) No test vectors.




While the quality of recovery under evolutionarypegaches cannot be guaranteed, static redundancy
approaches like Lach’s are either completely recdse or completely beyond recovery. STARS’
quality of recovery is restricted by a non-adaptieeting scheme that relies on worst-case clociidih.

As listed in Table |, active recovery approacheshsas CBE, can provide resource recycling. With
regards to pre-determined recovery limits, only alyic competitive approaches are restriction-free.
Optimally, detection latency is confined to firstrameous output. Among techniques with optimal
detection latency, power consumption ranges fAormr under the proposed approactBtounder TMR,
wheren andr denote the number of computations during normalutinput and the refurbishment cost
respectively. Significantly, unlike CBE other apaches may allow propagation of many erroneous
outputs prior to detection. As with previous agmtues, if a failure in the system makes reconfifpma
impossible, then recovery by reconfiguration wilitibe possible. Also, catastrophic failures imeit
the critical Input-Output data paths, or the preoes resources used to implement the evolutionary

algorithm will adversely affect device recovery ahflity.

3 Consensus-Based Evaluation Paradigm

The proposed CBE scheme realizes regenerationtegrating all phases of fault handling within an
evolutionary algorithm process flow. It employspptation diversity information, partially online
recovery of failed resources, and resource reayocliith adaptable overheads. Two innovations are
realized for self-adaptive EHW regeneration: eliation of additional test vectors and temporal

assessment based on relative fitness assessment.

3.1 Detecting Faults using a Population of Alternatives

CBE detects and classifies faults usingraporal votingapproach. In the Duplex mode, the outputs
of two competing active L and Ralf-configurationsshown in Figure 1, are compared to detect
discrepancies. Alternative pairings are considenegt time to provide the robust consensus degtribe
below. Each individual in the population is rem®d as aonfiguration bitstreaniXilinx05] that
defines the physical resources it uses and thirdonnections when it is loaded onto the FPGA. An
initial population of known-good individuals is eted at design-time. These primordial configuratio
are functionally-identical, yet they utilize phyally-distinct resources by having alternative desiy
place-and-route implementations. In the Duplex ®jdsvo of these competing half-configurations are
instantiated on the reconfigurable FPGA device bwmloading their configuration bit streams. This
realizes a convention&oncurrent Error Detection (CED)Mitra00] arrangement to detect at least any
single resource fault with certainty. As in trémlital CED approaches, comparison of the outputhef

two resident half-configurations will produce eithdiscrepant or matching outputs to indicate the



presence or absence of faulty resources in theadilFPGA hardware [DeMara0O5b]. Maintaining
exclusive resource utilization for half-configuats belonging to either half ensures that undengles
fault assumption, the presence of a fault implies fault-free nature of all the half-configurations
designed for the other half. An additional advgataf using pre-designed configurations is thatesys
downtime is reduced to a minimum as potentiallypleaalternatives are available. Also, the usé ahd

R half-configurations enables the use of runtimeonfiguration technology to reconfigure a portion of
the device without taking other portions offline.

The CBE process is described below using Duplex évidebicted in Figure 1. After the device is
configured with the competing configurations, theme input vector is applied to both of the
functionally-equivalent logic instances. Fault edfgion is accomplished when there is a disparity
between the outputs of the active configuratiors,aacertained by the discrepancy detector. The
presence or absence of discrepancy is used totadgiBiscrepancy Value¢DVs) of both individuals
without rendering any judgment at that time as toicW individual is actually faulty. Succeeding
pairings of alternate combinations identify thoselividual(s) that utilize faulty physical resources
through consensus formation. Meanwhile, the faek- configurations become exonerated over time.
This is because thaV of a faulty configuration always increases regasslof its pairing, yet thBV of
fault-free half-configurations which are pairedetwer are not increased. Tiwsnporaltesting scheme
enables the use of pseudo-exhaustive testing oveeriad of time without the reduced availability

imposed by exhaustive testing.

3.2 Tracking Competence using Fitness States

Competition among a diverse pool of individuals gamerate robust information about their relative
competence and reliability. In particular, thendiss states and health transitions of competingAFPG
half-configurations during online operation are ideggl in Figure 2. At any instant, each individual
configuration is labeled with one of four stateBri§tine (Cp), Suspect(Cs), Under Repair(Cy),
Refurbished Cg)} as governed by the transitions indicated by nlbenbered arcs in Figure 2. Initially,
all of the individuals in the population begin retPristine state.

If output discrepancies are detected among thecoalfigurations in the FPGA then the competing
and R half-configurations undergo indicated health staamsitions. A comparison can lead to one of
two results, L=R” or “LZR.” WhenL=R occurs, both individuals retain théfristine state, as shown
by transition event1”. However, when their outputs disagree, thenditaom “2” occurs whereby both
of the configurations are demoted to Bgspecpool and theiDV is increased. The determination of a
configuration’s fitness state for subsequent ttaorss is based on its cumulatiizd/ relative toDV of the

other individuals in the population evaluated caeEvaluation Windowdenoted b.
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Figure 2: States in the Lifetime of tH%HaIf-Configuration

The periodE defines a fixed number of evaluations at the énalhoch an individual’s fitness state is
updated depending on its observed discrepancyrhist®©nly after an individual has undergone such
testing is its fithess state updated. Tamtroduction rate,denoted by g, controls the rate at which
individuals are rotated for instantiation on the@A By varying g, a tradeoff between the throughput
and the rate of refurbishment can be obtained. pdrticular, the re-introduction rate denotes the
probability that an instantiated functional configtion is replaced by another from the competingl,po
regardless of whether it has completed its evalnatvindow, or exhibits a discrepancy. Higher
throughput and availability can be ensured viava feintroduction rate which will maintain individisa
that perform well on the FPGA for the length of ithevaluation window, at the cost of slower
refurbishment of the individuals undergoing refstment. Individuals that have been instantiatethen
FPGA are replaced in one of three ways. They héllreplaced when they articulate a discrepancy,
when they have completed their evaluation windavasodictated by the reintroduction rate.

Thei™ half-configuration is marked dsnder Repairif its DV increases beyond thepair threshold
denoted byDVRr asshown in transitio in Figure 2. DVy is determined by the relative fithess of the
operational elements among the population, i.esé¢ho thePristing, Suspectand Refurbishedstates.
After successive evolutionary refurbishment opers;j if anUnder Repairindividual's DV returns to the
range of the outlier threshold vali®/, as a consequence of transitibnthen the configuration is

Refurbished Over a period of time, thBV of an individual could approach zero achieving ptate



regeneration. Without exhaustive testing howeiteis not possible to completely distinguish pdrtia
regeneration from complete regeneration. Competialf-configurations remairRefurbishedunless
their DV rises above thRepair thresholdVg, at which time they are again demoted tolineler Repair
state. DVo is lower thanDVR to ensure that only individuals withV significantly lower tharDVy are

recognized as refurbished enough to be operational.

3.3 Self-Adaptive Fitness Assessment using Outlier Id@fication

Instead of using an absolute fitness function withaustive testing, outlier identification is actdd
using statistical techniques such as the hat mpRaxsseuw87]H, where the diagonal elemerds are
used to identify the threshold to isolate faultgiinduals as outliers. The hat matkixdefines the Least
Squares projection matrix and is so named sincé itlenoted by a hat on the column vector
y=(Y1,...... Y)' such that =H*y and is the LS prediction foy. The hat matrid is defined as follows:
consider that there apeexplanatory variables and one response variabiehwhill haven observations.
The n-by-1 vector of responses is denotedylyyi,...... Y. The linear model states thatXx +e,

where is the vector of unknown parametezss the error vector and is then-by-p matrix:

Xll X12 R} le
X21 X22 R} X2p
X= M M M 1)
M M M
X1 Xn2 oo Xnp

Then, theH matrix is composed froid as follows:
H=X(X'X) X! )
The diagonal elements bf have a direct interpretation as the effect exaniethei™ observation on

0
the expectation of response variable because tipesl élyi/ﬂyi . The average value of the diagonal

elementH; is p/n and it follows thatO£ H, £1 for all i. In the CBE approach, tHBV of each

individual can be viewed as one observation ore@anatory variable, and the observation intecaal

be set as the size of the entire population. Rately, since th& matrix consists of only one column in
our application, we can see that the result ofXheproduct is a single-element vector matrix, and its
inverse can be computed using a straightforwardpcdation. In general, the computation complexity
of the H matrix approach irf+1. In CBE, the threshold value is determined byaaalysis of the
diagonal elementdd; of the hat matrix generated from population stiaisaccumulated over an
evaluation window. In order to accelerate the identification of outlieaSliding WindowS, defines the

period with which the global discrepancies consensm which all individual values are compared, is



updated. TypicallySis selected to be an integer multipleEouch thaS=q*E, wherel<g<|C| and|C|
is the population size.
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Figure 3: Fitness State Adjustment Process in the CBE Tpahni

Figure 3 depicts th€itness State Adjustmeptocess in CBE. Whenever a discrepancy is detecte
the discrepancy values of the individuals invohaxd updated. The new discrepancy values are then
compared toDVyr and DV, to determine whether the individuals transitioanfr one fitness state to
another. Ideally, the repair and operational @igancy values are updated after a sliding windogithwi
of evaluations have been completed. Under ideallitons, as soon as all the individuals in the
population have completed at le&Stcomparisons each, new values of these threshofdsl#ained.
Since it may be impractical to wait for all indivals to complete the requisite iterations, theirgjd
window width S reduces the latency involved in updatibyr and DV, by considering a subset of
individuals instead of the entire population. Ttineesholds are updated as soon as a number of

individuals, as defined by the sliding window widttave complete#t iterations.
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3.4 Achieving Device Refurbishment

Conventional GAs frequently use static fithess fioms to search for pre-defined globally optimal
criteria in analog [Gwaltney05] or digital [Mille@) circuits. On the other hand, CBE uses a
self-adaptive fitness measure that is based oneosos formation. This allows for adaptation
throughout the process of solution constructioroimed with evolving a repair. If the realtime iripu
are limited to a subset of the input space tempgrdhen the relative fithess measure directs @
towards creating individuals that perform best fobrs subset. However, there still remain other
individuals in the population that perform optinyalfor other subsets. In the presence of viable
alternative configurations, suéecovery Complexitgf seeded search can be more tractable Elesign
Complexityusing a blank slate, as shown in Section 4.2.

Coarse-grained functional elements are recombimgddandidate repairs using CBE'’s inter-module
crossover operator. For crossover to occur suct tiffspring are guaranteed to utilize only
mutually-exclusive physical resources within edcland R half configuration, a two-point crossover
operation is carried out with another randomly stele Pristine, Suspecbr Refurbishedindividual
belonging to the samie or R half, respectively. By enforcing speciation, latieg occurs exclusively in
L or R, and non-interfering resource use is maintaine@rossover points are chosen along the
boundaries of the FPGASonfiguration Logic Blocks (CLBsp that intra-CLB crossover does not incur
logic hazards. To encourage diversity and presedis, an intra-modular input permutation operatio
performs alterations to logic cell functionalityThe input permutation operator randomly changes the
CLB’s functionality or reconnects one of its inputs a new randomly selected output. Tihput
permutation ratedefines the probability of changing the input cections and the logic functions of an

LUT when the input permutation operator is applied.

4 CBE Performance Evaluation

The search-space complexity of a refurbishment lprobis quantitatively compared to the
complexity of the design problem using exhaustinalygsis of the output space. Further, refurbishimen
experiments were conducted using two classes afmegrk circuits. The first class consists of dicu
where the fan-in exceeds fan-out and the secorsd aleludes two circuits where the converse applies
The performance of CBE in TMR and Duplex modes aralyzed for both kinds of circuits. In all
experiments, performance is evaluated using twizreiit schemes which are based on the bit-weight

tabulation and the hamming-distance scoring obthserved outputs, respectively.

4.1 Circuit Representation and Benchmark Characteristics

The FPGA structure used in the following experirgerst similar to that used by Miller and
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Thompson for GA-based arithmetic circuit design I[&4D0]. The feed-forward combinational logic
circuit uses a rectangular array of nodes with foyuts and one output. Each node represents a
Look-up Tablg(LUT) in the FGPA device, and @onfigurable Logic BlocKCLB) is composed of four
LUTs. There are five dyadic operators OR, AND, XONOR, NAND along with the unary operator
NOT, from which a function may be composed withinl&JT. The LUTs in the CLB array are indexed
linearly from 1 ton. Array routing is defined by the internal connedtihvand the inputs/outputs of the
array. Internal connectivity is specified by thanoections between the array cells. The inputhef
cells can only be the outputs of cells with lonewmumbers. Thus, the linear labeling and conagcti

restrictions impose a feed-forward structure oncitrabinational circuit.
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Figure 4: Generation of Alternate Configurations by —

a) Input Permutation (shown on left) and b) Cell Swapfshgwn on right)

Each of the benchmark circuits was converted intdeslog representation that preserved the
described functionality. The design was then mst#éed on the FPGA using Xilinx ISE version 9.7A
diverse population of configurations was createmmfrthe single Xilinx tool synthesized design using
input permutationandcell swappingoperators. Figure 4 shows these operators, whkiie the Least
Significant Bit (LSB) of the input to an LUT and kglthe Most Significant Bit (MSB). As shown in
Figure 4a, input permutation leverages low-leveluredancy by utilizing the unused inputs of LUTs to
modify the input sequence of a single LUT as wallcarresponding LUT functionality to maintain
identical output behavior. The cell swapping ofiera shown in Figure 4b, changes interconnection
sequences among LUTs. The cell-swapping operati@intains the feed forward property and
re-connects the LUTs to preserve the functionaiclogTogether, these operations produce diverse
circuits with different behavior under single or ltiple physical resource failures. These circuit
modification operators are also used later by #eegc algorithm to realize refurbished configuras

during the repair process.
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Benchmark circuits from the MCNC91 benchmark sylifang91] were used to analyze CBE
As listed in Table Il, tlxdml and

cm8bacircuits have a fan-in greater than the fan-oud, hhecm138aand2x-decodcircuits have a fan-out

performance. Table Il lists the characteristicstiedse circuits.

greater than the fan-in value. To verify CBE parfance on a circuit that utilizes more resources th
the circuits provided by the MCNC91 suite, tAe-decodcircuit was created by appending multiple
copies of thadecodbenchmark circuit. The resultir&x-decodcircuit utilizes approximately four times
the LUTs used by the other circuits. The circuitye described using VHDL for synthesis on a Xilinx
Virtex-1l Pro VP7 FPGA to estimate the gate countl dhe number of LUTs used. Theput pin
redundancyis calculated as the ratio of the number of unugdd input pins to the total number of LUT
input pins. Table Il also lists the percentagalérrant outputs produced by each circuit undéngles
stuck-at fault for the entire output space, acedlsgossible fault locations to indicate the densafieach

refurbishment task.

Table Il: Characteristics of Benchmark Circuits

Input Pin Aberrant

g?:uﬁf Circuit Functionality :\r|1%u(t); (g\ltj)tbzis ((;30 itﬁt cl:‘cl)JJm Regundancy Outputs
(%) (%)

Fan-in > z4ml 2-bit adder 6 4 20 8 25 28.6

Fan-out| cmg5a Logic 11 3 38 12 16.7 19.9

Fan-out| cml138a Logic 6 8 17 10 225 6.6

> Fan-in| 2x-decod Decoder 10 32 44 40 25 3.7

Results from experiments conducted on the MCNC8&duits also provide insights into the relative
merits of operating CBE in the Duplex and TMR mqdasd the effect of the performance evaluation
method used. To examine more demanding failurenasitms the following experiments consider

multiple resource faults.

4.2 Quantifying Search Space Complexity under Fault

In order to evaluate the effect of a single stuckfault at the inputs of a circuit, the
Correctness-Under-Fault (CURearch space characteristics for the variousitsrame generated. The
CUF characteristics for a circuit are obtained fgerting a single stuck-at fault at each of thaiigpf
the circuit, and then applying all possible inpainbinations to the instantiated circuit. The dgwgraof
the observed output from the correct, expectedubudpmpletely describes the response of the citouit
all possible stuck-at faults for its entire inppaise. Using this data, a three-dimensional reptagen

of the refurbishment search space can be plottsi@sn in Figure 5.
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Figure 5: MCNC91 Benchmark Circuit Sensitivity to Stuckatilts
—a) cm85a, b) cm138a and c) decod Circuit

The single stuck-at fault CUF search space of #rehmark circuits are shown in Figure 5, which
show the Root Mean Squared discrepancy observedlfazombinations of input and stuck-at-fault
locations. Vertical bars depict representativersme outputs, with one sample taken from every 300
data points of the entire search space to enhaackability. In the above figures, thaxis represents a
particular stuck-at fault identified by the inpuinpat which the fault is introduced, and tleaxis
represents the input combination applied to theudir Thez=0 plane represents input combinations for
which the output response of the circuit is idéalthe presence of a stuck-at-fault. The percentzg
aberrant outputs for the various circuits listed@ble Il are obtained as the percentage of sucttpm
the output space that are affected by the varidusksat faults. The peaks and troughs in the
3-dimensional plot represent deviations from thpeeted output due to the presence of a fault. The
search space may be sparse, as in Figure 5c, wépecbsents the CUF space of thedecodcircuit, or
dense as in the case of #tra85acircuit shown in Figure 5a.

In the case of a refurbishment problem, the ewvohaiy algorithm is assisted a-priori by the
presence of points in the search space where thiatide from the expected behavior is null, as
represented by the set of points for which NornealiZAberrant Output is zero. For example, if a
particular LUT input is unused, a stuck-at faulttlsis pin will not adversely affect the outputsthé
circuit. This characteristic can be used by thHesveapping and input permutation operator durihg t
search for a refurbished configuration. In a degigoblem, the search for a solution starts from a
population of arbitrary individuals which provide rsuch partial functionality. Yet, a refurbishment

problem can leverage diversity of partially workisggares.

4.3 Prioritizing Individuals for Refurbishment

Under CBE, individuals are prioritized for refurbisent operations based on their discrepancies.

In particular, individuals whose DV’s deviate th@shfrom the average DV of the population are given
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more opportunities to undergo refurbishment. Tikigmplemented by reloading the individual under
repair with a frequency exceeding that of individuaho have a higher relative fithess. Figure @&h
the measured performance of an individual overt@@&iions during the repair process for zdenlcircuit.
In this particular experiment, the reintroductiaterused was 20, with both the cell-swapping ratethe
input permutation rate set to 20%. As shown iruFég6a, whenever the discrepancy of the individual
rises above the average discrepancy of the popnlathe individual is reloaded onto the FPGA, as
evidenced by Figure 6b. This can be clearly seerhfe first and the next to last iterations shawn
Figure 6a and Figure 6b. Conversely, when theviddal discrepancy is equal to, or less than the
average discrepancy of the population, the indiaids not reloaded, or reloaded less than the geera
member of the population. This ensures steadydmganent in the average fitness of the population,
while ensuring that individuals are prioritized f@furbishment operations based on their relafivedss

arrived at by using a consensus-based evaluatitimoche

Figure 6: Prioritizing Individuals for Refurbishment
a) Discrepancy Values, and b) Number of Iterations the IndividiReloaded

4.4 Comparing CBE performance in Duplex and TMR Modes

Figure 7 and Figure 8 show the performance of CB&euthe Duplex and TMR modes when using
bit-weights to calculate the fitness of individualg=igure 7 shows the results of refurbishing atecin a
population of 20 individuals in the Duplex mode tlwien individuals each comprising the Left- and
Right-half configuration populations. The Duplexperiment begins when a fault is inserted into two
resources, one on the Left-half and one on thetRigHti, which impact 18 of the 20 individuals ineth
population. In the TMR mode, a population of 3@iwduals are used, with three resource faults
distributed across each voting component affe@ingut of the 30 individuals. However, as oppased
the Duplex mode, in the TMR mode, outputs from ¢hiredividuals are compared for the input vector

applied to realize throughput, and the majoritycoute is asserted as the output of the system.
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Figure 7: Effective Throughpug during Regeneration Figure 8: Comparison of Perfocsan
Under Duplex and TMR Modes of Operation Charactesisinder Duplex and TMR Modes

In all these experiments, the cell-swap rate aedrthut permutation operation rate were maintained
at 80%. In Figure 8, performance metrics from theeriment refurbishing the population with
re-introduction ratel g = 0.4 are presented, in order to compare the omdehef the two modes.
Detailed results obtained from the implementatibthe two modes are listed in Table Il which teddek
several parameters listed in Equation 3. €Hective throughput,e is measured using the following

relationship:

he = Ntotal_ Nevolution_ Nreload_ Nincorrect' (Nreload” breload) (3)
£ N

total

where, N, IS the total number of iterations required to refsh the population,
Novoution IS the number of iterations in which the genetimoreery operators are invoked,
N, e0aq1S the number of iterations where the individualgrently evaluated are replaced by other

members from the population,
Nincorrect IS the number of iterations yielding discrepantpois verified during the experiment to
be incorrect,
bre10aq 1S thereload penaltywhich is the ratio of the time taken to reloacbafigurations and the
time taken to compute the outputs for a single inpu
Thus, ¢ measures effective throughput during refurbishnbgrdaccounting for the number of
iterations, and the time spent in refurbishmerdtezl operations.

As shown in Figure 7, for low values lo§, 0.2 |r 0.4, the effective throughput of CBE in the

16



Duplex mode is only 2% to 6% lower than TMR modé&or example, with thedmlbenchmark circuit,
from Table I1ll, CBE in TMR mode provides 2.9% higheffective throughput when compared to the
Duplex mode. The difference in effective throughfaugreater across different valueslgffor the
cml38acircuit. Performance varies depending on theifiahfan-out ratio of circuit as shown by the

z4mlcircuit, where fan-in > fan-out, and thm138acircuit where fan-in is less than fan-out.

Table Ill: CBE Performance under Duplex and TMR Modes for Different Circuits

Fully
CirCUit MOde R Nevolution Nincorrect Nreload Ntotal E Refurbished
Individuals
0.2 144 39 10| 1594 | 4.4 10° | 87.1 5
0.4 166 | 5.7 10| 1674 | 5.4° 10° | 86.2 11
Duplex - -
0.6 133 5.3 10° | 1671 | 3.3° 10° | 78.3 13
0.8 131 | 5.7 10° | 1907 | 22" 10° | 64.5 12
Z4ml
0.2 132 3.9" 10° | 1554 | 2.1° 1G° | 90.0 5
0.4 150 |5.9° 10°| 1422 | 1.8 10° | 87.9 12
TMR
0.6 125 1.8 10° | 1002 | 1.5 10° | 91.7 13
0.8 121 2.310° | 1237 | 16" 10° | 89.9 13
0.2 187 |1.1° 10°| 4771 | 8.7 10° | 80.6 4
0.4 231 |17 10| 5011 | 1.1° 1 | 79.3 11
Duplex . .
0.6 165 |1.6° 10°| 5002 | 6.5 10° | 67.3 12
0.8 161 | 1.7 10°| 5710 | 43" 10° | 45.9 12
Cml38a
0.2 1362 1.2 10° | 4229 | 4.3 10° | 86.6 5
0.4 1398 | 1.8° 10*| 3965 | 3.7 10° | 83.6 11
TMR - -
0.6 1348 | 4.6° 10°| 3125 | 3.2 10° | 88.0 13
0.8 1340 | 6.8° 10°| 3595 | 3.2 10° | 86.0 14

However forl g3 0.6, the difference in the effective throughputdraes pronounced in favor of the
TMR mode. This occurs because a higher re-intrbolucrate replaces active configurations with
configurations from the under repair pool more frexfly. TMR throughput is less adversely affected
because it ensures throughput whenever any twareé tconfigurations’ outputs agree, givigg, = 4
ways for agreement, as opposed to the Duplex mduerenthere is only one combination to realize
agreement. In both Duplex and TMR modes, disageeésririgger reloading of configurations as well
as re-computation of the outputs.

Figure 8 quantifies the time vs. space tradeoffndurecovery when utilizing 50% fewer physical
resources in Duplex mode as opposed to TMR. hvshtbe number of reloads and the total number of
iterations required to refurbish the population floe z4ml and cm138acircuits whenl k= 0.4. Under
Duplex mode, up to 1.6 times as many reloads aBdol3 fold total iterations are required to ackiev
refurbishment of the population. This correlatéthwthe lower effective throughput observed undber t

Duplex mode. From Table Ill, with higher valueslgf such ad r= 0.8, the increased number of
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reloads required for Duplex mode skews throughpufavor of TMR mode. The number of fully
refurbished individuals increases with an incregisimroduction rate, as explained in detail in &ett
5.6.

4 5 Effect of Reintroduction Rate on Refurbishment Perbrmance

Table IV lists the number of individuals that wéully refurbished from adverse effects of a single
fault inserted into 18 out of 20 individuals und&BE in Duplex mode. A Refurbished individual might
be partially or fully refurbished. An individuad fully refurbished if and only if its output respe to
the entire set of possible input vectors impleméinéscorrect truth-table in its entirety. The éss of
the individuals was evaluated using a bit-weightrisgy scheme. The stopping criterion for all
refurbishment experiments was the condition wheneime of the individuals remain in the Under-Repair
pool. Nonetheless, the effectiveness of the réghrbent can also be measured by exhaustively ¢gestin
each individual under all possible input combinagio Such exhaustive testing is not required foECB
to refurbish individuals; it was conducted only @galuate performance at the end of a refurbishment

cycle.

Table IV: Number of Fully Refurbished Individuals vs.ff of Reintroduction Rate g) for Four Circuits

Reintroduction Circui Fully Refurbished
ircuit S
rate ( R) Individuals

z4ml 8

cm85a 6

20 cm138a 5

2x-decod 12

z4ml 11

cm85a 12

40 cml138a 12

2x-decod 14

Table IV indicates that abkyincreases from 0.2 to 0.4, the number of individulat are fully
refurbished in the population rises, irrespectifehe circuit used. The improvement depends on not
just the fan-in to fan-out ratio, but also on tretgular circuit. Thecm138acircuit shows the best
improvement — from three recovered individuals witie lower re-introduction rate to 10 fully
refurbished individuals. In th&x-decodcircuit, which is also a circuit with a fan-in gtter than the
fan-out, there is an improvement of only two adaehél fully refurbished individuals.

A higher reintroduction rate increases the prolitghihat more individuals are evaluated, evolved,
and therefore improved. This improvement occurhatcost of the greater number of re-computations

and re-loads necessitated by individuals underirggsdch are instantiated on the FPGA for evaluatio
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leading to an increased number of discrepancidsanyl individual in the population expresses veny |
fitness as expressed by a higher discrepancy cthenindividual will be demoted to the Under Repair
pool to be improved. This refurbishes individuaith low fitness, leading to a higher number ofiyul
recovered individuals.

An additional insight provided by these resultsthat even though all individuals are not fully
recovered, after successive evaluation, the indal&lin the population were promoted from the Under
Repair pool to the Refurbished pool by virtue dditHitness to inputs observed in practicality. this
manner, CBE emphasizes sustainability by improvimg robustness of the entire population in the

process of achieving complete recovery.

4.6 Comparing Discrepancy Scoring Schemes

Figure 9 and Figure 10 show the relative performasfctwo different discrepancy scoring schemes.
In the Hamming distance method, the fithess ofviiddial configurations was measured using the
Hamming distance of the outputs produced by thepatimg individuals. The bit-weight scheme
measures the arithmetic difference between outprdduced by the individuals. Experiments were
conducted under the Duplex mode for gma85acircuit and the2x-decodcircuit. Results from the

experiments, both of which were conducted with GBEhe Duplex Mode, are listed in Table V.

Figure 9: Effective Throughput with Figure 10: CBE Performance Characteristics

Hamming Distance and Bit-weight Schemes with Haghibistance and Bit-weight Schemes

As shown in Figure 9, the bit-weight evaluationestle leads to higher effective throughput for the
cm85a circuit for both values of r, while for the 2x-decod circuit, the hamming-distance based

evaluation scheme seems to lead to a higher thpauigh This is due to the fact that unlike tm85a
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circuit, the fan-out of th@x-decodcircuit is greater than the fan-in. Thus, a fadéarer the inputs of the
circuit will affect a larger number of outputs ftire 2x-decodcircuit. Under these circumstances, the
Hamming distance of the output from the ideal outpili provide a much better indicator of the figse

of an individual configuration. From Figure 10,dan be seen that the Hamming-distance scheme
reports a greater discrepancy value resulting iremefurbishment operations than the bit-weighesa.

As listed in Table V for either performance evaioiatscheme, the effective throughput as well as the
number of individuals that are fully refurbished fo constant g do not vary significantly. From the
results in Table V, it is clear that refurbishmes@n benefit from the selection of an appropriate

fithess-evaluation scheme for the target circuit.

Table V: CBE Performance under Hamming Distance and Bit-wemgtidfthance Evaluation Schemes

Performance Fully
Circuit Evaluation R | Nevoution | Nincorrect | Nreload Niotal £ Refurbished
Scheme Individuals
Hamming | 0-2| 1987 |2.8" 10° | 70387 | 8.0" 10° | 87.5 5
Distance | 94| 2120 |3.6" 1¢° | 19593 | 3.5" 1¢F | 83.6 10
cm85a
o 0.2| 1913 |33 10°| 7270 | 41" 10° | 87.9 4
Bit-weight
0.4| 1684 |24  10°| 7300 | 3.3 10° | 88.7 10
Hamming | 02| 13100 | 44" 10° | 16676 | 5.1° 10° | 88.0 11
Distance | 0.4| 14420 | 3.2° 10° | 18821 5.3" 1P | 90.0 13
2x-decod
o 0.2| 10115 |59  10° | 13362 3.7 10° | 79.0 10
Bit-weight
0.4| 12750 | 1.2° 10° | 14429 | 3.0 1P | 91.0 12

4.7 Recovery from Pervasive Faults

The impact of simultaneous resource failures maypetely deplete all viable spares from the
dormant population. The worst case scenario oogtien all individuals in thé& mutually exclusive
resource pools allocated to each module are affecteating a pervasive hardware failure. However,
the residual functionality of each individual cam dttilized by the CBE approach to fully refurbistecor
more individuals. As depicted in Figure 5, the CW&arch space characteristics of the circuits
demonstrate the viability of refurbishing individsiausing the genetic operators. When affected by
pervasive faults, the functionality of each of tigerse individuals remains partially intact. Tless
affected individuals will then be favored by CBE remain on board longer and used to generate the
consensus output. Conversely, the worst affectéididuals will, by virtue of their discrepancy Wwithe
majority vote, be forced to undergo evolutionanyaie to improve their performance.

The diverse failure behavior under a pervasivetfaah be exploited to generate a completely
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functional individual even if all individuals in ¢hpopulation are faulty. Experiments conductedhen
2x-decodcircuit, which is the most resource-intensive bé tbenchmark circuits yield completely
refurbished individuals. The Hamming distance Hdgaess metric produces a majority-indicativeevot
when the outputs of the three modules are compameal bit-by-bit basis. In these experiments, &ll o
the 30 individuals across the three modules arathnady affected by a single fault in the resourased
by each of the TMR modules. In a sample experim€BE realizes three completely refurbished
individuals afteNyom= 6~ 1CQiterations with a reintroduction ratg = 0.4. To realize refurbishment,
the configurations were reloadbil,..q = 1121 times, and a total B, ui0n= 552 evolutionary operations
were completed by CBE.

In all the experiments, the majority voted outpraduced by the three modules was asserted as the
output. The throughput was observed to be maietbat 95% throughout the refurbishment experiment.
High throughput is maintained during refurbishmbatause even partially-fit individuals can arrive a
the correct result for many subsets of inputs entad at runtime. For measuring throughput and
evaluating the absolute fitness of the individuttg, outputs were verified against the truth tadfléhe
circuit. However, the correctness information jded by these comparisons was not made available to
the refurbishment process. Of course, successsalution of a pervasive fault still relies on hayia

population large enough and diverse enough to med@very tractable by consensus.

5 Conclusion

Leveraging the property that even partially-fitividuals respond correctly to some subset of inputs
CBE is shown to maintain adaptable levels of systaailability in the presence of defective
configurations. This allows for graceful degradatusing population characteristics without reaugra
circuit-specific fitness function. Additionallyhé proposed approach requires no specially cortsttuc
test vectors, as the response of individuals tbtme@ inputs forms the basis for evaluation. Tigsasts
the emphasis in EHW for repair from exhaustiveitgsto a focus on functionality based only on the
relevant inputs which are encountered in the embedgbplication.

Rather than trying to anticipate operating condgioCBE utilizes runtime information to adapt to
the subset of possible faults which are actualgsent and being articulated. Even pervasive fdlits
may completely deplete all viable spares from theréint population are shown to be recoverable ngive
adequate population size and diversity. This faoufecovery Complexity emphasizes use of a diverse
population of previously correct alternatives ampared to a single failed seed configuration indhse
of Design Complexity. Current work includes thevelepment of a self-contained System-on-Chip
implementation of self-healing EHW using the Miléiyer Runtime Reconfigurable architecture [Tan07]

as a partial reconfiguration framework for XilinR&8M-based FPGAs.
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